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loT Risks

loT systems do not have well defined perimeters

loT systems are highly dynamic and continuously evolve

mobility

loT are highly heterogeneous with respect to:
» Communications
» Platforms
» Devices
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loT Ecosystem Security

* |oT ecosystem relies on
» confidential and trusted communications
* Encryption end to end
* Sender authentication

* Applications secure execution

* Root of trust: each ‘stage’ verifies the integrity and/or authenticity of the
next stage

* Process partitioning, memory-space partitioning

e Secure storage, data at rest
* Encrypt sensitive application data
* Encrypt sensitive customer personal data



Misc Industrial Solutions

MIPS Bluetooth

microAptiv UC Smart
MIPS (80 MHz)
microAptiv UP
(250MHz)

Connectors

1 MB SRAM
memory

Power 4MB SPI .
Management IC flash memory Crypto engine

ARTIK 1 features a MIPS32-
based, dual-core application
processor, flash storage, a crypto
engine and Bluetooth Smart
radios for communication
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*BATTERY-BACKED CIRCUITRY

DeepCover® embedded security
solutions cloak sensitive data under
multiple layers of advanced physical
security to provide the most secure key
storage possible.



https://www.artik.io/hardware/artik-1

Open IoT Ecosystem
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Research in Connected Vehicle

OEM IT Center
< Auto Control ECUs « SW Updates-OTA
Wired * Powertrain ECU _ >+ Remote Diagnostics
Connections| * Chassis ECUs W’u‘ele_s >
-— » Body ECUs Connections
< + Safety ECUs  [€~~~~=~=~=~- >
OBDII I

I Gateway
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< . Infotainment ECUs )I Other Devices I
Wired » Head-Unit ECU | Wireless
Connections| « Telematics ECU | Connections
<€ « RSE ECU Cloud Content
 Internet radio
» Content
* Apps

Wired Wireless

Smartphone




Gateway: STM32F779NI

e STM32F779NI
microcontroller

* with 2-Mbyte Flash
memory

e 512+16+4-Kbyte RAM
* CAN,I2C,RS232,Eth,USB
* Cryptographic acceleration
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Remote Attack through Network I/Fs

Secure Execution

. Rich Execution
Environment

Environment
(UnSecure)

STM32 F7 Disco

-

CAN CTRL

)

CAN CTRL
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 Remote firmware update, malware attack
* CAN-based attack: compromised CAN messages
 REE tamper ECU functionality




Remote Attack through ODB

STM32-469
FreeRTOS

STM32-469
FreeRTOS
Untrusted CAN BUS
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SEcube: Single Chip Security Platform

BGA148 (9 x 9mm)
 STM32 M4, Floating Point, Low Power CPU

* FPGA for Hardware Custom Developments
* Security Controller (Smart Card)
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SEcube FPGA Firewall

2Mb/s UART, 45Mb/s SPI, 12C,
USB 2.0 FS (PHY), HS (ULPI),
SD/SDIO,

100 MHz Fast GPIOs, ...

FPGA

SEcube™

16 bit BUS IS07816

Dynamic

) Firewall

3.2Gbit/s BUS, up to 47 .
100 MHz Fast GPIOs CAN

Controller

sCAN




STMF7 Interfacing
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Gateway Architecture

Initialize I I
> e Enable Ethernet Interface / Interrupts | |:| Thread |
Ethernet Main Execution (loop) . .
*  Waiting for UDP frames. | O Information |
Initialize e Parse the received commands : :
Termination | > Workflow I
Syste 1] ¢ Deactivate Ethernet Interface / Interrupts F -
2
(]
Initialize
e Enable CAN1/UART 1 Interface / Interrupts
SerlaI/CAN . 'A55|gn aPproprlate callback function
E— Main Execution (loop)
il (Untrusted) . Sleep
i Termination
Activated by user e Deactivate CAN1/ UART 1 Interface / Interrupts
Gateway Mgmt
Activated by CAN Frame
> FOTA_procedure
Initialize
Initialize » *  Enable CAN2 Interface / Interrupts e
« Enable LCD/Touch/DMA2D + SecureCAN Main Execution (loop) '.”'t""l'z'::ble Wi Module
Interrupts *  Waiting for CAN frames.
e Parse the received commands Main Execution (no-loop)
Main Execution (loop) Termination e Checkif WIFlis consected (else)
*  Waiting for User action. »  Deactivate CAN2 Interface / Interrupts . Enable 4G Module
*  Parse the received commands i '
e Check if 4G is connected
Termination TR, . ;s::gg:ecr?c(ig::gule to execute
*  Deactivate LCD/Touch/DMA2D e Enable USB-HS Interface / Interrupts P
+ Interrupts Main Execution (loop) Termination
v usB Debug * Waiting for USB Messages. e Deactivate 4GModem and or Wifi

e  Parse the received commands
Termination
*  Deactivate USB-HS Interface / Interrupts

Module
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Cryptolib: Cryptographic Modular
Middleware

* AES-256

e SHA-512 J 5| Dedicated Boards

° EIIiptic Curve pplication level demonstration
Digital Signature Utilities
Al go rithm STM32 Cryptographic Library (object code only)

(ECDSA) P S T

ogo Others
* Certified by the Components [l BFEETS ceM
Federal
Information

Processin
Standard %FIPS),
and National Middlewares Utilities
Institute of
Sta nda r‘dS ad nd Hardware abstraction layer (HAL) Board Support Package (BSP)
Technology
(NIST).

Common

Hardware
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Encryption Accelerators

* NIST FIPS 197 compliant implementation of AES

AES operation mode

Encryption

Key derivation

Key derivation +
decryption

Decryption

Key: 128- 256-bit
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Crypto Acceleration on STM32F779NI

ms Comparative Performance
400

350
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50

AES256 (XTS) AES128 (ECB) SHA2

B Software M Hardware
Compliant with:
10K Iterations on 16B, CPU Freq: 192 MHz
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Key Management

Session Keys

* A secret key becomes insecure when used for a long time
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RSA-based Key Management

Security on Startup

CLIENTS GATEWAY

Pk: Public Key

Sk: Private Key Generate Public-Private Key Pair Generate Public-Private Key Pair

N / 1. Gateway broadcasts Public
Key

1.1 Clients Receive GW,;, il «—

1.2 All Clients Send Own Pk  ’
 »' 1.3 Gateway receives CLYp

Generates HeX(Client™) — Previous Slides

2.1 All Clients Receive their .‘//’ 2. Sends SkSW(Pk*(Hc(x)))
functions & decrypt them ] 4/—//,

using their Private Key H

2.2 Each one generates the 28

first ID and replies for 143

device identification & one s3;

random number  » 2.3. Receives rest of the
. T@ Information

Relational Table Stored In Gatewa

Encryption Method Dev.Info Random # Last Update
298 X~2/3 IDEA ffaOblca Rear window 348589 01231100
143 X~4/3 RSA abc330c  Breaks 234408 01234556
332 XA2 DES 333cesd Left Tail Light 348092 01234888
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RSA-based Key Management (cont)

Runtime (per client)

CLIENTS GATEWAY
1. Instruct a client to change
Ve i fom — encryption

1.1 Receive instruction — Try to <
comply
1.2.0 Reply: Complied OK

—>

Updates info in the relational table

1.2.1 Reply: Complied NOT OK

—>H

Generates new He(x)

2. Send new He(x) to Client

2.1 Reply with the last generated
ID of the previous function as

payload —> R

In case of error : Try again or Alert for possible hacking
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Mixed-critical Environment using
STM32F746

Android/Linux
Apps
Video Streaming
(e.g., GPS
positioning)

Ethernet CAN Bus
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Headroom with Video Streaming to

STM32F7

* Raw (BMP) video
streaming over Eth-UDP

*23.8 fps
e 16bit_Q - 240x136x2bytes
* 16bit_H - 300x170x2bytes

* 20-60Mbps Eth BW

Plain CAN Reception
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STM32F7 Utilization
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Video Streaming on STM32F7

N

MB11918

-------

weeemeen STM32F746G-DISCO

www.st.com/stm32f7-discovery
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! Ready For Streeam on Port #6001 @ IP 10.0.2.230
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Questions ?

Thank you!

Contact

George Kornaros
Email: kornaros@ie.teicrete.gr

Trusted Apps for open CPSs

Co-funded by the Horizon 2020 Framework
Programme of the European Union under
grant agreement no 645119

www.tapps-project.eu

23



